I. INTRODUCTION
Nowadays, with engineering system becoming more and more complicated and demanding for higher safety, safety assessment and early warning system are playing an increasingly important role in prognostics and health management (PHM) of the complex engineering system [1] - [5] . To assess the system's safety state accurately needs largescale monitoring data, which are very expensive most of the time, and sometimes monitoring or experiment cannot be repeated a large number of times, which creates a huge challenge for assessing complex systems' safety. Some qualitative information, however, can be obtained by analyzing the engineering system and the knowledge gathered from the work experiences of the experts or engineers [6] - [8] .
To obtain a comprehensive safety assessment of an engineering system, it is important to integrate both multiple observed safety indicators' data and expert knowledge. The evidential reasoning rule (ER rule) was proposed by Yang in 2013 which provides a useful method for evidence combination or information fusion. In the ER rule, both quantitative data and qualitative information can be integrated [9] - [12] and it has been widely used in many areas, e.g., artificial intelligence (AI) [13] , knowledge-based system [14] , information fusion [15] , multiple criteria decision analysis (MCDA) [11] [16] , and risk analysis [16] . In safety assessment area, Wang and Elhag Taha [17] proposed a safety assessment method for a bridge based on evidential reasoning. Liu et al. [18] introduced the evidential reasoning method and the belief rule based model for lifetime assessments of space equipment. Peng and Wang [19] proposed a safety assessment method based on evidential reasoning for passenger ropeway, which is more advantageous effective and practical and comparing with the fuzzy comprehensive evaluation method. These models, however, did not consider the disturbances that cause errors in engineering practice and the observed data gathered from the engineering system were treated as totally reliable. Moreover, the weight coefficients of the safety indicators could not be changed dynamically [20] - [22] .
In engineering practice, gathered observational data may be affected by temperature, humidity, noises caused by sensors and so on. For example, the state of a diesel engine can be obtained from its vibration signals. If the experiment platform of the diesel engine has vibrations, these signals can be detected by sensors installed in the diesel engine [23] . When these signals are used as the inputs to a safety assessment model, the output may partly consist of error information representing the platform vibration which can cause the assessed safety state to be inaccurate. Two parts exist in these disturbance factors: dynamic disturbances and static disturbances. These factors, e.g., temperature, humidity, and vibration, are the main elements causing dynamic disturbances, because they are dynamic and change with the environment. The main factor of the static disturbance, the quality of sensors, is static over a certain time period and the error value caused by a sensor's quality is constant during this period. Thus, these two parts of disturbances should be considered when assessing the system's safety. Besides, the weight coefficient is used to represent the relative importance of the safety indicator in the ER rule, which denotes information obtained both from experts and from the environment [24] , [25] . However, the environment may change in engineering practice over time [25] , [28] . If the indicator weights are not changed adaptively, some environmental information may be lost, which will affect the accuracy of the safety assessment model. Thus, the indicator weight needs to be updated adaptively [29] , [31] .
To address the disturbance factors in the observation data and update the indicators adaptively, a new safety assessment model based on the ER rule is established in this paper [32] , [33] . In this model, the dynamic reliability of an indicator is calculated, while the static reliability of the indicator is given by experts. Then, a model is constructed to adapt the indicator weights. Thus, the observed data are integrated by the ER rule while considering the indicator reliability and adaptive weight. More importantly, with a prewarning function, this model takes the degradation trend, or the future state of the system, and historical records and current state into account together when assessing.
The remainder of this paper is organized as follows: In Section II, the problem of safety assessment is formulated and the models used to calculate the indicator reliability and the adaptive weight are proposed. An ER rule method that considers indicator reliability and adaptive weight is introduced in Section III. Section IV presents a case study for an oil pipeline conducted to illustrate the application of this research in detail. The paper is concluded in Section V.
II. PROBLEM FORMULATION
In this section, the problem of the disturbance of observation data by the dynamic change of environment in engineering practice is posed, and an evidential reasoning rule method considering indicator reliability and adaptive weight is introduced.
In engineering practice, the observed data of safety indicators may be affected by some unpredictable factors, such as temperature, humidity, and noise caused by poor quality of sensors. These disturbances can be divided into two parts, the dynamic disturbance and the static disturbance, which are caused by the change of environment and the quality of sensors, respectively. When observed data containing disturbances are used as the inputs of a safety assessment model, the safety assessment result may be imprecise [34] , [35] . However, there is clear difference between reliability and importance. An indicator weight is used to represent the relative importance of an indicator in a system compared with other indicators. When the environment has changed, the indicator weight needs to adapt to this change. If the weight cannot be updated when the environment changes, some environment information may be lost, and the modeling accuracy might be decreased. It is thus necessary to take the reliability and importance of indicator into consideration when fusing multiple indicator's information to assess the system's safety. A new safety assessment method considering indicator reliability and adaptive indicator weight is proposed. The structure of the new model is mainly composed of three parts as shown in Fig. 1 . Based on the ER rule, the new safety assessment model can be denoted as follows:
where x i (t) and y(t) are the input and output of the safety assessment model at the time t, respectively. M is the number of safety indicators, and E is the expert knowledge VOLUME 6, 2018
used to build the safety assessment model, ξ 1 , ξ 2 , . . . , ξ M are the indicator reliabilities for the M safety indicators, and w 1 , w 2 , . . . , w M are the adaptive weights of the safety indicators. Here, (·) is a nonlinear function built by the ER rule method, and R(·) is a nonlinear function used to calculate the reliability of the safety indicator-including the dynamic reliability and the static reliability. N(·) is a nonlinear function used to calculate the adaptive indicator weight, and E R and E N denote expert knowledge used in the calculation process of indicator reliability and the adaptive indicator weight, respectively.
III. A NEW SAFETY ASSESSMENT METHOD BASED ON ER RULE WITH A PREWARNING FUNCTION
In this section, a new safety assessment method based on the ER rule is proposed, which considers both indicator reliability and adaptive weight. It is thus necessary to provide a brief introduction to the ER rule as a basis for later discussions firstly. Then, a method based on average distance and an adaptive weight calculation method based on maximum deviation are presented in Subsection III-B and C. Finally, the new safety assessment method based on the ER rule and the detailed implementation steps are described in Subsection III-D and E.
A. THE ER RULE
The ER rule was proposed by Yang and Xu [12] as a generalization of the Dempster-Shafer theory of evidence as well as a generalization of the Bayesian inference. It constitutes a general conjunctive probabilistic reasoning process and takes the original ER algorithm as a special case. Suppose that = {θ 1 , · · · , θ N } is a set of mutually exclusive and collectively exhaustive hypotheses. is then referred to as a frame of discernment and P( ) or 2 represents the power set of , consisting of the 2 N subsets of . A piece of evidence can be represented by a belief distribution as follows
where (θ, p θ,j ) is an element of evidence e j , representing the evidence points to proposition θ with the degree of p θ,j referred to as probability or degree of belief in general.
(θ, p θ,j ) is referred to as a focal element of e if p θ,j > 0. Let e 1 and e 2 be two pieces of evidence profiled by two belief distributions defined on the power set of the frame of discernment . Suppose that ω 1 and ω 2 are the weights assigned to e 1 and e 2 respectively, where 0 ≤ ω j ≤ 1, ω j = 1(j = 1, 2). The two pieces of evidence can be combined by the evidential reasoning rule.
First, a so-called weighted belief degree (WBD) can be defined as follows
The term m θ,i also be referred to as basic probability mass for e i . Then the WBD of e i , denoted by m i , is constructed by replacing each belief degree p θ,j with its weighted belief degree. A piece of evidence with weight and reliability can then be represented by
Where,m θ,j denotes the degree of support for θ from each e j after considering the weight and reliability of e j , and the definition ofm θ,j as follows
In Eq. (7), c rw,j = 1/(1 + w j − r j ) and it is a normalization factor such that
Given two pieces of independent evidence e 1 and e 2 , The combined degrees of belief to which e 1 and e 2 jointly support θ , denoted by p θ,e(2) , can be calculated by Eqs. (8) and (9) 
B. CALCULATION METHOD OF THE INDICATOR RELIABILITY
In this subsection, the calculation method for addressing the reliability of dynamic indicators, captured from the observed data based on the average distance method, is proposed [20] . Then, after the static reliability is introduced into the safety assessment model, an integration method is proposed to generate the indicator reliability. For the ith input indicator, its observed data
can be obtained from the engineering system. K is the number of data observed by the ith indicator. When the kth observation, x i (k), is disturbed by noise, its value may be greatly changed. The distance between the kth observation and others may be changed; this change can be used to represent the disturbance in the kth observation. The distance d i (x i (k), x i (k )) between the kth observation x i (k) and the k th observation x i (k) can be obtained as follows:
where, d i (x i (k), x i (k )) denotes the distance between the kth and the k th observation data. Then, the average distance between the kth observation and other data can be calculated by the following formula:
where, K is the number of data observed by the ith input indicator. Based on the average distance between the observed data, the disturbance in the kth observation can be calculated by
where γ i x i (k) is the disturbance degree in the kth observation of the ith input indicator and can be used to represent the disturbance in the kth observation.
The dynamic reliability r i,d in the ith input indicator can be obtained by the following formula:
where, r i,d denotes the reliability in the observation data of the ith input indicator, termed dynamic reliability. The static reliability is determined by the experts according to the sensor quality. Based on the calculated method of the dynamic reliability and the static reliability determined by experts, the indicator reliability can be obtained as follows
where r i,s is the static reliability determined by the experts, and γ i is an adjustment coefficient used to adjust the proportion between the dynamic reliability and the static reliability for the ith indicator and it can be changed along with the environment.
C. CALCULATION METHOD OF THE ADAPTIVE WEIGHT OF INDICATOR
The maximum deviation-based weighting method (MDBW) is used to calculate the adaptive weight of the indicator, and the observed data are gathered from the engineering practice [36] . Suppose that the observed data for the ith indicator are
T is the number of observed data and M is the number of indicators. The deviation v i (t) between the tth observation and other observations of the ith indicator can be calculated as follows
Then, the deviation of the ith indicator can be obtained by
Using this indicator deviation, the weight of the ith indicator can be calculated by the following formula
When the deviation of indicators increases, the indicators will be assigned higher weights, and will become more important relative to other indicators. That is, when the observed data change greatly, the indicators may contain more information and their weights need to be increased.
To reduce the error caused by the dynamic environment, the indicator weights need to be updated adaptively. That is, when newly observed data are available, the indicator weights need to be updated.
D. SAFETY ASSESSMENT BASED ON THE ER RULE CONSIDERING INDICATOR RELIABILITY AND ADAPTIVE WEIGHT
After obtaining the indicator reliability and the adaptive weight, the indicators can be integrated by the ER rule to assess the safety of the system. First, each indicator's value should be described as a weighted belief degree. And the weighted belief degree with both reliability and weight can be calculated as follows:
where β n,i denotes a degree of belief which can be calculated by the utility-based equivalence transformation technique [16] .ω i = ω i /(1 + ω i − r i ); ω i and r i are the indicator's weight and reliability, respectively. Then, the safety state can be assessed by fusing multiple observed safety indicators by Eqs. (8) and (9) based on the ER rule. Finally, the system's integrated safety level can be can be described as the following distribution after taking the future state of the system, historical records and current state into account together.
where F n is the nth safety state assessment grade. For example, we can definite the safety grades ''High'' (F 1 ), ''Average'' (F 2 ), and ''Low'' (F 3 ) in a system safety assessment. β n (k) is the combined degrees of belief to support the assessment grade F n . To obtain a numerical output result equivalent to the distributed assessment, the expected utility of an integrated safety assessment S(k) is defined as follows
where u(F n ) denotes a quantitative value that can be judged as a referential value F n .
E. MODELING PROCESS OF THE NEW SAFETY ASSESSMENT METHOD
Based on the above analysis, the modeling process of the new safety assessment method based on the ER rule with the indicator reliability and adaptive weight is shown in Fig. 2 and described as follows: VOLUME 6, 2018 FIGURE 2. Modeling process of the new safety assessment method.
Step 1: When the observed data of the input indicators are available, their dynamic reliability can be calculated by the method proposed in Subsection III-B. Then, combined with the static reliability given by experts, the indicator reliability can be obtained by Eq. (14) .
Step 2: In engineering practice, the indicator weight needs to be updated adaptively. The indicator weight can be calculated by the maximum deviation-based weighting method introduced in Subsection III-C, and can be updated online.
Step 3: Based on the indicator reliability and adaptive weight, the safety state of the system can be assessed by the ER rule, which can also be used to provide pre-warnings about faults in the system.
IV. CASE STUDY
In this section, a case study of safety assessment for an oil pipeline is reported to demonstrate the performance of our new safety assessment method, which may be widely applied in engineering practice.
A. PROBLEM FORMULATION OF SAFETY ASSESSMENT FOR AN OIL PIPELINE
Oil pipelines are widely used for transporting oil, and pipeline failures may cause serious damage to the environment and other resources. Thus, it is necessary to assess the safety state of oil pipelines and provide accurate pre-warnings of potential risk.In a pipeline, when a leak develops in a pipeline, flow and pressure in the pipeline will change following certain patterns. We can see that two factors influence the pipeline's potential risk: the pressure and flow difference between the two end in the oil pipeline, namely PressureDiff and FlowDiff, which are chosen as two safety indicators in the safety assessment.
In the experiment, during the leak trial, a total 2,008 set of data were gathered from the engineering practice at the rate of 10s per sample as shown in Figs. 3 and 4 .
In the safety assessment of an oil pipeline, three assessment grades are chosen: High (F 1 ), Average (F 2 ) and Low (F 3 ).
The reference values for FlowDiff and PressureDiff are determined by experts as shown in Table 1 . Then the inputs of FlowDiff and PressureDiff can be transformed into a belief degree, and then integrated by the ER rule.
B. SAFETY ASSESSMENT OF AN OIL PIPELINE
During the safety assessment process, the indicator weight is updated adaptively. The adaptive weights of FlowDiff and PressureDiff are shown in Fig. 5 where the weight of FlowDiff is larger than the weight of PressureDiff, which indicates that the pipeline flow can reflect the safety state more efficiently. The indicator reliabilities of FlowDiff and PressureDiff can also be obtained by the method introduced in Subsection III-A, and the static reliabilities given by experts are 0.95 for both FlowDiff and PressureDiff. Based on the calculation method in Subsection III-A, the 933 data points were selected from the dataset and the adjustment coefficients were set to γ 1 = γ 2 = 0.65. The dynamic reliabilities obtained are 0.0829 and 0.0254 for FlowDiff and PressureDiff, respectively. The indicator reliabilities for FlowDiff and PressureDiff can be computed using Eq. (14); they are 0.6465 and 0.7064, respectively.
In this paper, let the important degree of each safety state during ''history'', ''current'' and ''future'' period ω (k −1) = ω (k) = ω (k +1) = The pipeline safety assessment result can be shown in Fig. 6 . The leak size of the pipeline is the actual output, termed LeakSize. From Fig. 6 , we can see that the leak started at 9:38:58 AM and ended at 10:50:08 AM. The safety level boundary value is set as 0.55 by the expert, which means that the system is under risk when the value of assessment result below 0.55. It can be derived from Fig. 6 the proposed method in this paper can assess the LeakSize accurately, and the safety assessment generated by the new method showed that the risk happened at 9:35:58 AM and ended at 10:49:08 AM. With considering the future state of the pipeline, the new proposed safety assessment method can also pre-warn the pipeline risk, which is of great importance for PHM in engineering practice. When the safety state achieves a boundary value, maintenance action must be taken immediately to prevent the risk from occurring and avoid accidents.
C. COMPARISON EXPERIMENTS
In this subsection, to verify the validity of the proposed method, a comparison experiment is conducted between the proposed method and the nonlinear assessment method proposed by Mcclung [8] . The nonlinear fusion assessment method is introduced briefly as follows
where y(k) denotes the safety state of the system at the k instant, z j (k) denotes the jth indicators' values at the k instant after standardization, and ω j (k) represents the weight coefficient. The integrated safety level at the k instantỹ(k) integrating ''history'', ''current'' and ''future'' condition can be assessed VOLUME 6, 2018 by Eq. (22)ỹ
whereω(k − 1),ω(k),ω(k + 1) are the weighting coefficients for integrated assessment corresponding to each safety state during ''history'', ''current'' and ''future'' period respectively. As can be seen from the Fig. 7 , both methods can assess pipeline safety. However, as shown by the red line, the estimates provided by the nonlinear assessment method cannot address the observed data with disturbances; consequently, a great deal of fluctuation occurs in the assessment result.
During 7:00:58 to 9:35:58, the actual state of the pipeline is normal. However, the safety level assessed by the Hu's nonlinear method shows that the pipeline is at risk. Compared with the Hu's nonlinear assessment method, the ER rulebased method can handle the uncertainty of the observed data, and the assessment accuracy is higher than Hu's method.
Besides, when the indicator reliabilities are not considered, the new proposed method degrades into the normal safety assessment method based on the ER. The comparison between ER rule-based method with and without considering reliability is shown in the Fig. 8 .
As can be derived from Fig. 8 , even though the assessment result without taking into account the reliability can also approximately show the safety level of the system, the safety level with considering the indicators' reliabilities is more reasonable and consistent with the practical situation. The propose ER rule-based method with considering indicator reliability has a well robustness and can reduce the impact of the disturbance in the practical situation.
V. CONCLUSIONS
In this paper, a new safety assessment method based on the evidential reasoning rule that considers indicator reliability and uses adaptive weights is proposed; a case study for an oil pipeline is conducted to demonstrate the effectiveness and to show the potential applications of the proposed ER rule-based safety assessment method. The new safety assessment method has two innovative characteristics. First, to diminish the influence of unavoidable factors, indicator reliability is taken into account when assessing the system's safety, and it contains two parts: dynamic and static reliability. The static reliability represents the quality of sensors, which can be determined by experts, while the dynamic reliability represents the disturbances caused by the working environment. Second, to adjust to various conditions and track the characteristics of the system, an adaptive weight calculation method based on the maximum deviation-based weighting method is proposed to update the weight online.
In this paper, it is assumed that the indicators are mutually exclusive or totally independent. However, in an actual engineering situation, the indicators used to represent the characteristics of a system are not entirely independent. For example, the safety indicators of the oil pipeline can be represented by FlowDiff and PressureDiff. The flow and pressure difference of an oil pipeline are apparently correlated. If we overlook the correlation between these two indicators, the information contained in these two indicators may be redundant, which can decrease the accuracy of the safety assessment. Therefore, indicator correlations must also be considered when assessing system's safety, which poses a challenge for future work. ZHICHAO FENG received the B.Eng. degree in control science and management from the HighTech Institute of Xi'an, Xi'an, China, in 2012, where he is currently pursuing the master's degree.
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